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Introduction of Blockchain

m Blockchain

Q a distributed network and chain of cryptographic blocks
combined together to form a Peer-to-Peer (P2P) network that
Is decentralized and distributed in nature.

2 In blockchain, each node has its own distributed ledger for
storing the history of the transactions.




Introduction of Blockchain

a Blockchain can be leveraged to achieve authentication,
authorization, accountability, security, integrity, confidentiality
and non-repudiation for real-time applications, which may not
be provided by a centralized system efficiently.
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Introduction of Blockchain

a Blockchain can be leveraged to achieve authentication,
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Introduction of Blockchain

m The history of Blockchain
0 Bitcoin (2009, Satoshi Nakamoto)
Ethereum (ETH) (2013, Vitalik Buterin)
Smart contracts
Cryptocurrency——Web 3.0
https://www.bilibili.com/video/BV12E411P7TT/?vd _source=Db

U O O O

533ec11d1f387db0855d15bf81fd732
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Characteristics of blockchain

m Decentralization

Qd Decentralization is a fundamental characteristic of blockchain,
where numerous nodes form a P2P network without any
centralized devices or governing institutions. Data exchange
between nodes is verified through digital signature technology,
eliminating the need for mutual trust. As long as the established

rules of the system are followed, nodes will not deceive each other.
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Characteristics of blockchain

m Openness and consensus (Fault tolerance)

d Openness and consensus (Fault tolerance) allow anyone to
participate in the blockchain network, where each device can act
as a node and obtain a complete copy of the database. Nodes
maintain the entire blockchain through a set of consensus
mechanisms, competing with each other for calculations. Even if
any node fails, the remaining nodes can continue to function

normally.
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Characteristics of blockchain

m Transparent and Anonymous

Q Transparent transactions and anonymous operation are
fundamental principles of blockchain. The rules governing the
operation of the blockchain are transparent, with all data
information being publicly available. As a result, every transaction
is visible to all nodes in the network. Since trust is established
between nodes without any prior relationship, there is no need for

them to disclose their identities; hence, each participating node

remains anonymous.
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Characteristics of blockchain

m Immutability and Auditability

Q It means that modifications made by individual or multiple nodes
to the database cannot affect other nodes' databases unless they
can control over 51% of the nodes in the entire network
simultaneously, which is highly unlikely. In blockchain, every
transaction is cryptographically linked to its adjacent blocks,

allowing for a traceable history of any transaction.
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Classification of Blockchain

m Public Blockchain (permissionless)

1.PUBLIC BLOCKCHAIN

A completely open and permisionless
network which stores public data.

Q which is open for anyone to read,

send, or receive transactions, and

| ADVANTAGES DISADVANTAGES

allows any participant to join the G mwten ) | (@ o
consensus procedure of making s (@sasa) —-Iﬂ%v%'éi'éf:!{?
the decision on which blocks = ﬁopena [ Eneray )
Transparent | St Cunsumptmn;

contain correct transactions and

get added to the blockchain.
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Classification of Blockchain

m Private Blockchain (permissioned)

. o 2.PRIVATE BLOCKCHAIN
d whose write permissions are All the people in this network have permision

as the it is a close and a restricted network.

restricted strictly to a single

ADVANTAGES DISADVANTAGES
participant (or organization), even e (B rer ) _,w Trustis
though its read permissions are ; I

_"U?J Scalable | — | Y security

open to the public or constrained

[— ﬁ- Centralization

to a subset of participants in the

network.
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Classification of Blockchain

m Hybrid/Consortium Blockchain

Q which has placed certain constraints —
3.HYBRID BLOCKCHAIN
on write permissions such that only A PN
a pre-selected set of participants in /- L'g
CENTRALIZED DECENTRALIZED

the network can influence and

— SECURITY EFFICIENCY «—

control the consensus process, even

— |IMUTABILITY SCALABILITY =—

though read iS Open to any —+TRANSPARENCY — STABILITY <—

participant in the network.
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Classification of Blockchain

m CAP Properties in Blockchain

Qd CAP theorem is a fundamental theorem for defining transactional

properties in distributed systems

= Consistency: all nodes keep an identical ledger with most recent updates.

= Avallability: any transactions generated at any time in the network will be
accepted in the ledger.

= Partition tolerance: even if part of the nodes fail, the network can still
operate normally

A the blockchain consistency is not achieved simultaneously as

availability and partition tolerance, but it is after a period of time.

20



Basic knowledge of Blockchain

m Blockchain Structure

Q A blockchain is made up of blocks containing details of transactions

that have occurred within the network.

Q The transaction information can be regarded as token transfers

occurring in a network, or any manner of data exchange.

Block 1 Block 2 Block 3
header header header

‘_RH

Hash of previouws
block header

| Hash of previous

_H_h___"&

bBlock header

Tra

Block 1
bady

[T——u{ Hash of previous

bBlock header

nsactions are stored here!

Transactions are stored here!

Block 3
body

Tra

Block 3
by

nsactions are stored here!

(a) Logical representation of a blockchain.
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Basic knowledge of Blockchain

m Blockchain Structure

Q A blockchain is made up of blocks containing details of transactions

that have occurred within the network.

Block n

Block (n-1) | BlockHash |
e | PrevBlockHash |
|

| Nonce | | Timestamp

| Block {n+1)

| MerkleRoot |
Header

i ™, Body
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(b) Block header fields and Merkle tree for storing transactions in a block.



Basic knowledge of Blockchain

m Hash Chained Storage

Q Hash Chained Storage
= Hash pointer is a hash of the data by cryptography, pointing to the
location in which the data is stored.
= A block chain is organized using hash pointers to link data blocks
together

ad Merkle Tree

= A Merkle tree is defined as a binary search tree with its tree nodes
linked to one another using hash pointers.

= A Merkle tree has the ability of preventing data from tampering by

- down 1l h the hash pointers
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Basic knowledge of Blockchain

m Hash Chained Storage

d Merkle Tree

d Hash functions 1 2
Ethash
<Crvot X11 7 8 8 10 11 12 13
ryp
Equihash, RIPEMD160 ;Zig 1u5 11E ]ET ]33 ]49 Esﬂ EE] E'rE Eﬂg 294 '1:3 '1:? :; ,:;:a X X padding
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Basic knowledge of Blockchain

m Digital Signature

Q A digital signature establishes the validity of a piece of data by using

a cryptographic algorithm. It is also a scheme for verifying that a
piece of data has not been tampered with.

key generation algorithm
signing algorithm

verification algorithm

Q Elliptic Curve Digital Signature Algorithm (ECDSA)

Q Public Keys as Pseudonyms

25



Basic knowledge of Blockchain

m Digital Signature

d

O O O 0O O

Elliptic Curve Digital Signature Algorithm (ECDSA)
Edwards-curve Digital Signature Algorithm (EdDSA)
Ring

One-Time Signhature

Borromean Ring Signatures

Multi-Signature
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Basic knowledge of Blockchain

m Consensus

d The consensus is employed to seek for the majority of the network
to agree upon a single state update in order to secure the expansion
of the global ledger (the blockchain) and prevent dishonest

attempts or malicious attacks.

Q Consensus algorithm must be fault tolerant, and ensure that all
nodes simultaneously maintain an identical chain of blocks It does
not rely on central authority to keep malicious adversaries from

disrupting the coordination process of reaching consensus.
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Basic knowledge of Blockchain

m Timestamp server

Q A timestamp server is a trusted system based on Public Key
Infrastructure (PKI) technology, providing accurate and reliable
timestamp services to the public. It utilizes precise time sources and
robust security mechanisms to confirm the existence of data in a
specific time and establish the relative chronological order of
related operations. This serves as a fundamental service for

preventing repudiation of time-related actions in information

systems.
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Transaction process (Bitcoin)

m First Step: Create a transaction

Q if client A wants to send some bitcoins to another client B, it will

create a bitcoin transaction by client A.

d Client A uses his private key to sign the previous transaction (the
source of the Bitcoin) and the Client B, attaching this signature at

the end of the currency, creating a transaction record.
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Transaction process (Bitcoin)

m Second Step: Broadcast and Consensus

d The transaction has to be approved by miners before it gets
committed by the Bitcoin network. To initiate the mining process,
the transaction is broadcasted to every node in the network. Those
nodes that are miners will collect transactions into a block, verify
transactions in the block, and broadcast the block and its
verification using a consensus protocol (a.k.a., Proof of Work) to get

approval from the network.
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Transaction process (Bitcoin)

m Third Step: Verify and update

d When other nodes verify that all transactions contained in the block
are valid, the block can be added to the blockchain. Only when the
“block” containing the transaction is approved by the other nodes
and added to the blockchain, this bitcoin transfer from A to B will

become finalized and legitimate.
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Transaction process (Bitcoin)

1. Awantstosend 2. The transaction is mined and 3. The block is broadcasted to
bitcoins to B represented onlineasa “block”  every node in the network
o— ¥ — EF)
cn

6. The bitcoins are 5. The block can then be added to 4. The other nodes in the
deducted from A’s the global ledger (the blockchain), network approve that the
wallet and added to which provides an indelible and transaction is valid
B's wallet transparent record of transactions

fe— B —

https://www.bilibili.com/video/BV1rR4y1F7VF/?spm_id_from=333.337.search-

card.all.click&vd_source=b533ec11d1f387db0855d15bf81fd732
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The architecture of Blockchain

Application layer

Contract layer

Incentive layer

Programmable | | Programmable | | Programmable |
currency | _ finance _ | | _ society _
, r i_ ______ |
Script code || Algorithm & mechanism | I_Smart contract |

. ) Currency distribution
Currency issue mechanism

mechanism
Consensus layer | Pow I PoS Il DPoS I I PBFT I' I

Transmission Verification

Network layer P2P network .
protocol mechanism
Data blocks Chain structure Timestamp

Data layer
Hash functions Merkle tree Digital signature
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m Data Layer

The architecture of Blockchain

Block 1 Block 2 Block 3 Block N-1 Block N
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(Content) (Caontent) (Content) (Content)
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(PoW) (PoW) (PoW) (PoW) s
Blockchain Creation Process
Merkle Hash Tree
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g —— Store all Digital  Matching
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Alice "] Miner
Header Content i ‘/ H (314) bt
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Private . Public
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Blockchain Validation Process




The architecture of Blockchain
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The architecture of Blockchain

m Network Layer

= / b \ =k
= < f-jj

Server-based

/ \
\ /
e — J
P2P-network
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The architecture of Blockchain
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The architecture of Blockchain

m Consensus Layer

3 A good consensus mechanism ensures a robust transaction

edger with two important properties: persistence and

lveness.
Persistence guarantees the consistent response from the system
regarding the state of a transaction.

= Liveness states that all nodes or processes eventually agree on a
decision or a value

38



The architecture of Blockchain

m Consensus Layer

a Permissionless Blockchains (lottery-based selection)
Proof-of-Work (PoW)

Q

PoW is a costly process as the miners compete with each other to solve a
mathematical problem

fault tolerance
dual properties

it should be difficult and time-consuming for any prover to produce a
proof it should be easy and fast for others to verify the proof.

Liveness states that all nodes or processes eventually agree on a decision
or a value
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The architecture of Blockchain

m Consensus Layer

a Permissionless Blockchains (lottery-based selection)
Proof-of-Work (Po\W)

Q

Q

Limitations

the protocol is an extremely inefficient process due to high computation
complexity and low probability of successful generation of the proof of
work.

It is difficult to ensure the robustness of the PoW blockchain protocol
(persistence and liveness)

due to the various computational capacities of participants and thus
different probabilities of successful rates in generating proof of work
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The architecture of Blockchain

m Consensus Layer

a Permissionless Blockchains (lottery-based selection)
Proof-of-Stake (PoS)

o Avalidator is selected in a pseudorandom fashion, with the probability of
being selected proportional to the validator’ s share in the network

o fault tolerance

o In PoS, the forger node is discouraged from fraudulent transaction

validation because it affects its reputation, and consequently, reducing its
stake value.
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The architecture of Blockchain

m Consensus Layer

a Permissionless Blockchains (lottery-based selection)
Proof-of-Stake (PoS)

Q

Q

a

PoW - security from rewards of burning computational energy

PoS - security from penalties of putting up economic value-at-loss
Limitation

The richest member has a permanent advantage of putting the largest
deposit at stake

In 2017, Ethereum began the process of switching from a PoW mechanism
to a PoS system (DPoS)
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The architecture of Blockchain

m Consensus Layer

a Permissionless Blockchains (lottery-based selection)
Proof-of-Activity (PoA)

o This is the integration of PoW and PoS. Computational puzzle solving in
PoA only involves finding a PoW against the block header, without the
transactions in the block. A random group of validators are chosen to vote
on the validity of the mined block header (PoS)

o Limitation

a It requires higher computational power, and a naive implementation can
be prone to nothing at stake attacks.

43



The architecture of Blockchain

m Consensus Layer

a Permissioned Blockchains

= only a limited number of known participants carry a copy of the entire blockchain.
permissioned blockchains have a much higher performance than permissionless

blockchains

Q

a

Practical Byzantine Fault Tolerance (PBFT) (Hyperledger Fabric)

one node is chosen to be the “leader” who assembles a set of ordered
transactions into a block and broadcasts it to the network It involves
multiple rounds of voting by all nodes of the network, in order to commit

state changes.
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The architecture of Blockchain
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The architecture of Blockchain

Application layer

Programmable | Programmable
currency L finance

Contract layer

Script code

[—————————
| Algorithm & mechanism | I_Smart contract |

— |

Incentive layer

Consensus layer
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Data layer
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The architecture of Blockchain

B Smart contract

aQ Smart contracts are programmable applications stored in the
blockchain, that manage transactions under specific terms and
conditions.

aQ Smart contract code is stored in the blockchain, and the
functions written in the smart contract can be invoked by any
participant at any time.
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The architecture of Blockchain

B Smart contract

d

Smart contracts can be utilized to perform a variety of functions

within a blockchain network

Allowing ‘multi-signature’ transactions

Enabling automated transactions triggered by specific events

Providing utility to other smart contracts

Allowing storage space for application-specific information

smart contract scripting languages

a

a

Serpent and Solidity (Ethereum), Go (Hyperledger Fabric)

Smart Contracts - EVM based Blockchain Development-part 11_FERE IR bilibili
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The architecture of Blockchain
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The AEEIication of Blockchain

m Criteria

Immutability

Visibility and Transparency
Trust

|dentity

Distribution

Workflow

Transaction

Historical record
Ecosystem

Efficiency

U

O 0000000 O
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The AEEIication of Blockchain

m Criteria

l.Immutability

(AEEH)

Whether support
data updates?
Blockchain:
Cannot tamper the
data,

Large consumption
of resources

2.Visibility and
Transparency

(7] W FE B )

Whether make data
transactions public?
Blockchain:
Visible and
transparent,
Verified

P

3. Trust

& )

Whether rely on a trust
server?

Blockchain:
Decentralized, Trust,
Multi-party collaboration

4.1dentity

P (=t

Whether need
anonymous?
Blockchain:
Anonymity,
Digital signature

P
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The AEEIication of Blockchain

m Criteria

5.Distribution
(4 A tE)

Whether can be
decentralize?
Blockchain:
Guarantee robustness,
security and integrity

P

6. Workflow
(LAEIL)

Whether tolerant the delay,
Support transaction
cancellation.?

Blockchain:

Delay (Verified), cannot
tamper

P

T. Transaction

(32 5)

Whether need transaction
between each other?
Blockchain:

Trade with everyone and
everywhere
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The AEEIication of Blockchain

m Criteria

8.Historical record 9.Ecosystems 10.Efficiency
(P R F) (RGitE) (R
Blockchain: Whether guarantee the
Whether can share the log Develop a trust efficiency?
or historic records? environment, more Blockchain:
Blockchain: _ suitable for the system is Blockchain implementation
All records are public, Not not a single entity is inefficient

suitable for storing

e : Complex data structures
sensitive information

and high computational
and storage overhead
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The AEEIication of Blockchain

m Applications of blockchain in Internet of Things(loT)

a Issues and Challenges in the loT
Cybersecurity

o loT devices are commonly isolated hardware solutions

o loT devices have typically limited computational power

a ageneric ‘one-size-fits-all" security model is difficult to implement
Privacy

o The huge amount of data generated by IoT devices may offer detailed
information about the context where users live, and about their habits
(without any explicit user consent, shared by third parties or IoT platforms)
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The AEEIication of Blockchain

m Applications of blockchain in Internet of Things(loT)

a Issues and Challenges in the loT

Massive Data Management

o The volume of data generated by loT devices can be enormous and
difficult to manage in terms of elaboration, communication/transmission,
and storage.

Lack of Standardization and Interoperability
Lack of Skills
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The AEEIication of Blockchain

m Applications of blockchain in Internet of Things(loT)

a Decentralizing the loT Through Blockchains

The aim of the loT is to have smart objects communicate over the Internet to collect
comprehensive data and provide personalized automation services, with little
deliberate human interaction
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The AEEIication of Blockchain

m Applications of blockchain in Internet of Things(loT)

a Decentralizing the loT Through Blockchains

u]

benefits and motivations
Resilience: loT applications require integrity in the data being transferred and
analyzed, therefore loT frameworks need to be resilient to data leaks and breakage.
Adaptability: the heterogeneity of lIoT devices and protocols limit their interoperability,
using blockchains as the network control mechanism for the loT will add a greater
degree of adaptability to it.
Fault tolerance: Network control mechanisms for the IoT require high availability.
Blockchains are Byzantine fault tolerant record-keeping mechanisms that can identify
failures through distributed consensus protocol.
Security and privacy: blockchains have pseudonymity in its addressing and distributed
consensus for record immutability.
Reduced maintenance costs: Public blockchains applications utilize the

computational and storage capabilities of its participants. i
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The AEEIication of Blockchain

m Applications of blockchain in cybersecurity

Cybersecunty

:

Blockchain

|

h 4

:

Commumnication

Applications A
pp Process Models Infras tructure
v v v v v v ¥
Fmancial T hltenliem. Internet of Symart Corid Healthcare Voting Svstem Data Center
System e Things Networks = Networkmg

Svstem

60



The AEEIication of Blockchain

m blockchain-based financial system

Financial System

!
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The AEEIication of Blockchain

m blockchain-based intelligent transportation system

Intelligent Transportation

System

|
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The AEEIication of Blockchain

m blockchain-based Healthcare Networks

Healthcare Networks
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Q https://www.bilibili.com/video/BV1ss4y1X7hk/?spm_id_from=33
3.337.search-
card.all.click&vd source=b533ec11d1f387db0855d15bf81fd732
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lication of Blockchain

Platform Network Type Purpose Prog. Language Crypto-curmency Consensus Smart Contract Transaction Cost Applications
Mechanism enabled for mining
Ethereum (Ethereum public/private, B2C businesses Smart Contract in-built (Ether) PoW (PoS- in ves ves (high) banking, commodity trade
Blockchain APP permissionless code written in future) finance, supply chain
Platform, 2018) Solidity management, insurance,
energy grid, oil & gas, real
estate)
R2Corda (Corda, private, B2B businesses Smart Contract not in-built pluggable (voting Ves no banking, financial services
2018) permissioned code written in process, BFT)
Kotlin, Java
Hyperledger Fabric private, P2P, B2C Chaincode written not in-built (can pluggable (PEFT) ves no supply chain for
(Hyperledger, 2018) permissioned operations in Golang, Java be modeled in pharmaceuticals, trade
chaincode) financing, smart energy,
supply chain management
MultiChain private, B2B operations Python, C#, not in-built PBFT no no financial transactions,
(Multichain, 2018) permissioned JavaScript, PHP, e-COMmmerce
Ruby
HydraChain private, BZB operations Python based not in-built BFT Ves no financial services
(Hydrachain, 2019) permissioned smart contracts
Openchain private, P2P, B2B Javascript not in-built partitioned Ves no digital asset management
(Openchain, 2017) permissioned operations CONSENsUs
IBM Blockchain Private, B2ZB operations Golang, Javascript not in-built pluggable (PoW) ves ves (low) healtheare payments, trade
(IBM, 2018) permissioned and supply chain finance
IOTA (IOTA, 2018) Public B2B operations Python, C, not in-built PoW, Pos no no financial,

Javaseript telecommunication,
intelligent energy,
e-healthcare

Bitcoin (Bitcoin, public/private, B2B, B2C C++ in-built (bitcoin) PoW Ves ves (high) government, financial, audit
2018) permissionless operations trails

Litecoin (Litecoin, public/private, B2ZB, B2C C++ in-built (litecoin or PoW Ves ves (low) banking, financial services
2018) permissionless operations LTC)

BigchainDB public/private, B2C operations SQL, NoSQL no-inbuailt BFT, federation Ves no intellectual property, human

(BigchainDB 2.0 The

Blraelkehiain

permissionless

with voting

aErmicciane

resources, identity

wrrar Aeationm crimnly chain
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